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ABSTRACT Blockchain technology (BC) offers an innovation platform for decentralized and transparent
transactions in the maritime port industry. This technology allows guaranteeing trust, transparency and
traceability of cargo and data to be tracked. Today, in the port systems of emerging market countries, BC
technology is increasingly being incorporated into information and communication processes. In parallel,
the social domain has begun to be explored due to the lack of link between the port and the city it occupies, and
the need to incorporate public actors in decision-making at the governance level. In this sense, the present
work aims to promote BC technology in order to transform data and information into useful knowledge
for effective decision making, through the use of Crowdsourcing. A Crowdsourcing Blockchain CrowdBC
conceptual framework and its architecture are generated for a port system in which the cyber-technological,
social and cognitive domains (CSTC) of smart ports, the knowledge generation process and Crowdsourcing
technology are interrelated. Finally, opportunities are discussed for ports that are in permanent development
to reduce the gaps with the smart industry. As a discussion, two possible scenarios and recommendations for
future implementations that consider the social and cognitive aspects of Industry 4.0 are presented.

INDEX TERMS Blockchain, Crowdsourcing, cybernetic-social-technological-cognitive model, smart port.

I. INTRODUCTION be managed and validated by all network participants [1].

A. BLOCKCHAIN IN MARITIME PORTS

Blockchain (BC) enables improving processes involved
in Information and Communication Technologies [1],
by increasing the number of transactions carried out in for-
eign trade businesses, and reducing costs and time involved
in transactions [2]. In the maritime industry, technology has
been used to improve efficiency and facilitate negotiations
between buyers and sellers with online records that do not
involve third parties [3]. More secure data transactions can be
carried out without risk of loss, as they are stored in blocks
that form a chain; decentralized transactions are maintained,
thus, increasing the speed of transmission with distributed,
auditable and sustainable features [4]. The anonymity of all
network participants is maintained and the information can
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To generate a new block in the chain, all nodes in the network
must participate in the validation process using a consensus
protocol [5]. When the information is validated by the entire
network, it is added to the existing chain and cannot be
modified [6].

With public records and smart contracts, the BC auto-
matically defines the terms between the parties through a
program [7]. That is, a potential buyer can clearly determine
the origin of the product, ownership details, and traceability
of the cargo [8]. By using this technology, the communica-
tion between the agents that conform the export and import
logistics chains can be made in a more secure way, increasing
the trust relationship between the different actors, providing
transparency in the processes and activities involved in each
link of foreign trade [3]. Other benefits for the logistics
operation relate to the fact that it is not possible to delete or
modify the data entered, data can be tracked at all times; it is
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possible to efficiently send a lot of information in real time,
and smart contracts are used [9]. This improves the control
level for products and services in each of their links in the port
industry and records all the characteristics of the products or
goods being transferred [10].

BC has been investigated in container shipping to avoid
wasting time in handling each container and reduce the cost
of logistics activities, improving the competitiveness of a
country’s foreign trade [8]. BC technology has been used
to protect customs documents and receipts with trust proto-
cols with the aim of avoiding the risk of falsification, thus
improving transparency, immutability and security of data
and contracts [11]. In the field of public policy, it has been
discussed how emerging technology can solve urban planning
problems that affect the quality of life of the inhabitants of a
smart city [12]. There has also been a critical evaluation of
the innovation and transformation of government processes,
by discussing the gaps that exist to achieve governance mod-
els with BC developments in public organizations [13].

B. BLOCKCHAIN BASED CROWDSOURCING SYSTEM
Crowdsourcing is widely used in companies as it is con-
sidered part of the digital strategies that are focused on the
generation of new innovation models that deliver competi-
tive advantages to the business [14]. It is possible to define
this technology as a sourcing system in which organizations
and/or individuals collect from a huge group of participants
large amounts of data related to citizen ideas by means of
voting, with multiple microtask modules and/or with big
data; with interviews and surveys that seek to reconstruct
or promote the identity of a brand, among others [15]-[17].
It works with collaborative applications [18] that can be
non-interactive and interactive among users [19], includes
Machine Learning techniques [20], and it is relatively open
and often evolves rapidly [15].

The Crowdsourcing system has been studied in the mar-
itime field to improve the security of ship traffic surveil-
lance in real time, increasing cooperative and multi-channel
capabilities [21]. It must be mentioned that research has
been mainly focused on areas such as defense, social inno-
vation, databases, web/software development and others;
but the investigation regarding seaport management is still
underdeveloped [22].

On the other hand, Crowdsourcing contributes in public
organizations to the creation of public policies since it
facilitates the collection of information related to citizens’
needs, which is useful to generate new innovative ideas
that allow solving social problems and promoting organiza-
tional learning [23]. It makes public services more effective
and creates value by sharing the life experiences of com-
munities that are increasingly empowering themselves [24].
In this way, local governance is strengthened [25], the gov-
ernment can achieve an active role that generates value
to public administration [26], or a passive role in which
information that has been freely generated by the public is
collected [27].
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It must be mentioned that the public sector is just beginning
to use this technology, and that private companies are more
mature in its application [27]. More and more public adminis-
trators are recognizing the potential of using Crowdsourcing
because it improves the service provided to citizens, reduces
costs, generates policy innovations, and therefore, increases
the participation of workers and their customers [28].

Despite the advantages of Crowdsourcing for private com-
panies and public organizations, in which the risks of opera-
tional activities are minimized and decision making is more
efficient [14], the technology presents vulnerabilities in the
handling of information and private documentation, since it
could be lost, disclosed or made public [23], [29]. Another
weakness of the technology is that online platforms use a
centralized server that can be insecure in front of attacks,
damaging the security of the system [30]; reflecting a situ-
ation that generates risks in the use of information [31] and
affects the organizational resources of the business [14].

As a solution for the above mentioned problem, it has been
proposed to combine Crowdsourcing with BC. This new tech-
nology allows to collect ideas that can be used to innovate in
Information and Communication Technologies, promoting a
greater and secure participation that facilitates the interaction
between people, public organizations and private companies,
by means of encryption techniques that protect the system
from false data [32], [33].

In addition, BC can organize knowledge-intensive activi-
ties efficiently and generate new explicit and implicit intan-
gible social assets, created by the expression of opinions,
behaviors, skills, abilities, capabilities and experience [34].

The combination of these technologies can change a com-
pany’s business model by replacing human intervention with
automated and flexible functions [35]. Crowdsourcing based
on BC increases trust, transparency and confidentiality in the
management of public data, as it is an anonymous system that
protects transactional information by ensuring fair payments
in the event that rewards are cancelled for data [36].

There are few studies related to the implementation of
both technologies in private companies and public organi-
zations; most of the information published refers to systems
and applications of bitcoin in the field of management [37],
[38]. In the literature, decentralized protocols are presented
that take advantage of the multitude of sources [39] with
incentive systems that improve the security and privacy of
the code [40], where anonymous protocols are used based on
the signature of groups, authorities, rings, and trees of hash
to protect privacy with smart contracts [41]-[43]. If systems
built on a hybrid structure of blocks with double registers
and dual consensus algorithms have been investigated [38],
a management platform zkCrowd is proposed that integrates
transactions between public and private actors, that uses con-
sensus protocols for verification from a public chain and mul-
tiple sub-chains [41]. The ZebraLancer system is deployed
with fair incentive mechanisms that allow the participation
of anonymous workers and users without renouncing their
assigned work responsibilities [35].
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C. NOVELTY AND CONTRIBUTION

The motivation of this research is to investigate the main
technological aspects that have been studied in the maritime
ports, with emphasis on the identification of the inhabitants’s
needs, in order to reduce the negative externalities generated
by the installation of a port industry in a city. In other words,
the aim is to know if the social aspects are aligned with the
decision making of the public-private ports in Chile, and if
they are linked to public policies that would be more effective
and closer to the community. By determining these aspects,
both the port administrator and the State agencies that regu-
late, administrate and coordinate the ports could, for exam-
ple: incorporate aspects of sustainability that generate shared
value [29], [44]; have more transparency in the processing of
information; increase the instances of dialogue that are more
representative to improve port-city relations; and make pre-
dictions of events related to port stoppages, to avoid the loss
of profitability generated by social problems/disturbances.

In order to investigate the aforementioned objective, it is
studied how the data or information that people have could
be collected by means of Crowdsourcing, to transform it into
useful knowledge that can be employed by decision makers
to improve their strategies. On the other hand, as the port is
made up of export and import logistics chains that transmit
data between its actors, it is proposed to use BC due to its
technical characteristics. Then, in the present work, the fol-
lowing research question is posed: Can Crowdsourcing be
used together with the BC in a Chilean port to solve social
problems between port companies and the inhabitants of
the city they occupy?. These technologies are selected since
they allow to safely obtain large amounts of data that can
be processed using machine learning techniques [29], [32],
and due to the fact that the incorporation of technological
innovation is one of the strategic challenges posed for Chilean
ports by the year 2030 [45].

This article proposes a conceptual model of a Blockchain-
based Crowdsourcing for a publicly owned Chilean
medium-sized port concessioned to private companies, which
is classified as Industry 3.0, with some attributes of Industry
4.0. For this reason, in Section II a bibliographic compilation
is made to characterize BC technology according to the
cybernetic, social, technological and cognitive domains [46],
and thus know its attributes and find out if it can be linked
to Crowdsourcing. In addition, the maritime port context in
Latin America is described to find out what is the degree
of development for said region. Section III proposes a con-
ceptual port model that uses technologies and is useful for
making strategic and business decisions based on the needs
of the inhabitants. In Section IV, a discussion about the pro-
posed model and design is presented; and, finally, Section V
presents the conclusions of the work.

Il. BLOCKCHAIN DECISION MAKING IN PORT SYSTEMS
USING A CYBERNETIC, SOCIAL, TECHNOLOGICAL

AND COGNITIVE MODEL
In order to investigate whether BC can be related to a technol-

ogy that can collect a large amount of social data, the systemic
VOLUME 9, 2021

Cybernetic, Social, Technological and Cognitive (CSTC)
model is used for smart ports of fifth generation [46]. This
model is selected as it relates the ideas, perceptions, data
flows, information and knowledge that are linked to the
decision making of a smart port. With Cybernetic, Social,
Technological & Cognitive (CSTC) it is possible to classify
the assets of a company according to four domains, which
would be: cybernetic (Internet, 10T, digital networks, clouds
and software platforms), social (community platforms and
networks, organizational and environmental aspects), techno-
logical (IoT, Artificial Intelligence, Information Technology
and Cybersecurity) and cognitive (knowledge).

A. BLOCKCHAIN CLASSIFICATION ACCORDING

TO CSTC MODEL

In Figure 1 and Table 1, through a bibliographic review and
the CSTC model, the possible connections and attributes that
the BC may have for the management of port logistics chains
are identified.

SOCIAL COGNITIVE

ENVIRONMENTAL
WELL-BEING

SOCIALIZATION OF
TECHNOLOGICAL
SERVICES

EXPLICIT
KNOWLEDGE

BLOCKCHAIN
DECENTRALIZED
VERIFIABLE
IMMUTABLE

TECHNOLOGY 4%1/ CYBERNETIC
ARTIFICIAL INFORMATION
INTELLIGENCE MANAGEMENT

DATA PROTECTION DATABASES
AUTOMATION SOFTWARE PROGRAMS
loT BIG DATA
RISK REDUCTION CcLOUD
REAL-TIME TRACEABILITY PLATFORMS

FIGURE 1. CSTC model applied to BC.

In Figure 1 it is observed that the technological and cyber-
netic domains have more attributes of industry 4.0, which is
mainly due to the fact that new port services have been gener-
ated based on information and telecommunications networks,
which require technological assets capable of processing and
synthesize a large amount of data in real time. It should
be said that in this sector, technological transformation is
considered an added value for the systems that process strate-
gic, business and operational information. This innovation
improves decision-making, increasing the effectiveness and
efficiency of the activities of the export and import logistics
chains [44].

On the other hand, both in Figure 1 and in Table 1 it is
noted that the social and cognitive fields have fewer attributes
related to social aspects and the generation of knowledge.
Further study of these aspects is required to socialize services,
develop community platforms that help improve relations
between the port and the city, respond to the needs of workers
and improve maritime port public policies.

B. LATIN AMERICAN CONTEXTS
Despite the fact that many Latin American ports are classified

as part of Industry 3.0 with some intelligence characteristics,
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TABLE 1. Main characteristics of BC according to CSTC model.

Blockchain characteristics Domain Implications

Benefits in logistics chains due to platform in-  Cybernetic The integration of technologies with BC offers many opportunities for scalabil-
tegration [47]. ity and security in the processes [48], [49].

Verification and protection of data and informa- ~ Technological The challenges of smart contracts, besides dealing with the technical or techno-

tion by means of Smart Contracts [50].

Association with relational databases built with ~ Cybernetic, Techno-

Ethereum and MySQL in combinations with  logical
Internet of Things (IoT) [53].

Improvement in Data and information protec-  Technological
tion thanks to a distributed database [55].

Environmental efficiency of maritime indus-  Social

try [3].

Process efficiency generating reduction of com-  Technological,

mercial costs that benefit buyers, and explicit
knowledge (paperless trade) [59].

Social, Cognitive

Physical processes automation by means of In-  Technological
formation Technology solutions [8].

Information security by means of a decentral-  Technological
ized computing model [62].

Secure and verifiable information [11]. Technological
Transaction transparency and data protection in ~ Technological
the logistics chain [6].

Traceability by integrating positioning tech-  Technological
nologies [66].

Real-time control of the activities of a pro- Technological

cess [69].

Challenges are addressed by taking advantage
of IoT, Artificial Intelligence, BC, Machine
Learning, Big Data and Cloud Computing [71].

Cybernetic, Techno-
logical

Efficiency improvements in administration and
information management by using software, re-
sulting in reduction of costs and risks [73].

Cybernetic, Techno-
logical

logical aspects, must consider the economic and regulatory / legal aspects [51],
[52].

Generally, relational databases are susceptible to deterioration after the data set
exceeds a size threshold. [54].

Chen et al. [56] propose applying BC technology to protect users’ privacy with
a database file storage method using client-side processing power in big data
environments.

Some seaports are adopting good ecological practices in logistics operations
to improve economic and social performance, while respecting environmental
sustainability [57]. For example, the records of heavy diesel oil movement
operations using BC help creating a more environmentally friendly maritime
industry [58].

The Internet to do business can be used in a more efficient way, to serve its
customers more effectively and to build long-lasting business relationships with
customers [60].

The essence of a cyber-physical system, Industry 4.0 with last generation
integrated systems in more robust communication systems using advanced
artificial intelligence to have more sustainable critical production activities [61].
Rathore [63] proposes a decentralized security architecture supported by Soft-
ware Defined Networking (SDN) and BC, which is supported by three core
technologies of SDN, Fog, BC and mobile edge computing for the detection of
attacks.

Fan et al. [64] propose a much more secure and verifiable data intercom-
munication scheme to solve the problem of traditional encryption schemes
centered on ciphertext policy attributes (CP-ABE), which lack credibility due
to centralization.

The BC helps to develop trust between unknown actors in a supply chain by
maintaining good levels of privacy and transparency at the same time [65].
Traceability is a must for the supply chain that satisfies BC technology [67],
integrating an RFID (Radio Frequency Identification) system for the physical
positioning of the goods within the supply chain process [68].

Real-time control of information exchange and traceability of activities in the
supply chain process [68], [70].

For the development of sel IoT in a Cloud Computing and security environment
with BC, it is necessary to have analytical tools for Machine Learning, Artificial
Intelligence, Big Data and data science that can respond accurately in real time
and be scalable [72].

The use of BC technology and software applications that promote cooperation
between actors, by sharing information and data, allows to mitigate the lack
of coordination and inefficiencies of the processes to obtain a reduction in
operational costs and a better performance [74].

due to the need of handling large volumes of data in
secure logistics chains, they have progressively incorporated
more technology from Industry 4.0 such as Artificial Intel-
ligence, Internet of Things, BC and Big Data [75]. The
use of these technologies has promoted more technologi-
cal innovation and the use of standards, improved container
transport operations, created more operational efficiency in
container shipping, increased the speed of cargo transfers and
decreased time of permanence of merchandise in seaports;
and increased both transparency and real-time access to con-
tainer data and shipping documents between exporters, ship-
ping companies, port and terminal operators, inland transport
and the customs authorities [76].

The incorporation of technologies related to Industry
4.0 could contribute to solve the lack of efficiency and
the excessive logistics costs that are generated in ports.
In particular, an improvement in the traceability of goods
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and the transparency of real-time information flows in the
export/import logistics chains could also optimize inventory
control [77].

Based on the information obtained from the Economic
Commission for Latin America and the Caribbean ECLAC,
and the data extracted in real time from the Tradelens plat-
form [75], [77], [78], it can be deduced that during 2020 in
Latin America less than 1% of port operators use BC in
a systemic and collaborative way. Some of the operators
that use this technology are: Terminal Pacifico Sur (Chile),
San Vicente Terminal Internacional (Chile), Terminal Itajai
(Brazil), Port of Santos (Brazil), Port of Fortaleza (Brazil),
Terminal Buenos Aires (Argentina) and Terminal Callao
(Peru).

In relation to the CSTC model [46], Latin American
ports can be characterized according to the above-mentioned
domains:
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o Cybernetic: Databases and computer programs intercon-
nected with maritime traffic are used to manage the
physical and information flows of the export and import
logistics chain [46].

o Technological: There are some smart technologies that
are considered as the most important and challenging for
innovation in logistics processes, the port-city relation-
ship, and sustainability [79].

e Social: Collaborative work platforms are created for
port community management networks such as logistics
forums. This domain can be described as increasingly
affecting the strategic aspects of governance. Taking said
domain into consideration would improve competitive-
ness between ports, the environment and social capital
innovation [44].

o Cognitive: Includes the learning and knowledge
acquired in the creation of synergies between the city
and the State, and the changes incorporated for the
modernization of the port business model.

lll. BLOCKCHAIN-BASED CROWDSOURCING

SYSTEM IN CHILEAN PORTS

This work presents a proposal for a conceptual model of
a technological development of Crowdsourcing based on
Blockchain CrowdBC for a Chilean port, in which the task of
an applicant can be solved by a network of worker nodes with
privacy and security [80]. As shown in Figure 2 in a CrowdBC
system, users are the workers assigned by a port Community
that fulfills the function of managing and operating the port
with its terminals, workers’ unions, and the citizens living in
the port city. It also includes the private companies that make
up the export and import logistics chains, and the State agen-
cies that fulfill the function of articulating and coordinating
port management.

Users enter data in a collaborative platform, which is trans-
formed into information and explicit knowledge useful for
making strategic, business and operational decisions in the
Port Community. With regard to domains, ports can evolve
from the cyber-technological sphere to the social one, inte-
grating, relating and interpreting the needs of social, private
and public actors; creating intelligent synergies between the
port, logistics companies, the city, and public organizations.
It should be mentioned that, currently, the cognitive domain
is not well developed and it is considered that this is the
area that will be a great challenge for the port industry in the
future [79].

A. PROPOSAL OF A CrowdBC CONCEPTUAL MODEL

The report on Port Strategy and Logistics in Chile for the year
2030 [81] indicates technological aspects related to the need
of modernizing the labor relations of workers, increase sci-
entific and technological research; and promote collaboration
between universities, private companies and the public sector.
The inclusion of the CrowdBC is a challenge for the country,
which can be seen in the results obtained in the interviews
with three senior executives from two Chilean ports, where
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73% of the workers declare that they have some degree of
knowledge on what BC is.

In Figure 3 a case study is presented regarding a shipping
contract logistics process, in which there are the following
stages: commercial agreement, space reservation, export pro-
cedures, container storage, inspection of forest and agricul-
tural products, coordination of land cargo, reception in the
cargo area, ship exit procedures, bills of lading, among others.
Part of the document management system is shown, which is
made up of the administrative entity, the terminals, the private
companies that provide logistics services to foreign trade, and
the public bodies that perform an oversight function.

On the other hand, Chilean ports have focused their invest-
ments on the technological and cyber domains, increasing
physical assets as they generate more profitability for the
business. They have also begun to explore the social domain,
where there is a lack of linkage between the port and the
city it occupies, and a need to incorporate public actors in
decision-making at the governance level. In relation to the
cognitive domain, despite the fact that intellectual, structural
and social capital are intangible assets for the creation of
knowledge, these aspects have been less studied. Incorporat-
ing the social and cognitive domains in the strategies and busi-
nesses of the port can generate competitive advantages [79].

Figure 3 presents a CrowdBC conceptual model for the
document process shown in Figure 2. The proposed system
operates as a transactional platform for electronic messages
that can improve management times, giving greater visibility
to the data and the information that is operated, in order to
achieve effective decision making. CrowdBC can be related
to the social domain, in which the platform can collect data
on complaints and/or suggestions from users and transform
them into knowledge or cognitive level. For example, it is pos-
sible to identify the needs for specialized digital knowledge
related to the skills and profiles of the workers, as well as
to determine innovative initiatives that promote the exchange
of experiences among users; and a collaborative information
repository could be maintained among the port system actors
and city dwellers.

B. CrowdBC SYSTEM FRAMEWORK
In the CrowdBC proposal that is observed in Figure 4,
the application could receive, process, store, simulate and
model the questions, suggestions and/or complaints that are
entered on the platform; either directly or anonymously,
so that decision makers can analyze data and information
to take preventive and predictive actions. In this sense, it is
possible to contributing to more efficient and effective solu-
tions. There are two functions in the technological system:
Applicant and Worker. These roles interact with a client
web application called “Crowdsourcing App”, which is a
CrowdBC client application that serves as a means for the
Applicant, the Worker and the system.

Applicants post a task request indicating the description
of the task to the programs, and workers respond to a task
request indicating their interest and responding to the request.
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As for the workers, they are part of the Port Community and
require specific skills and knowledge to ensure the fulfillment
of the assigned tasks.

The relationship between the Applicant and the Worker is
important because it depends on the operation of the model.
For this reason, the participation of both parties is promoted
by offering them specific rewards and penalties (or ends).

It is important to mention that the Crowdsourcing appli-
cation is not controlled by a third-party system, and can be
executed locally on the personal computer of any user; so

128060

that the Applicant and the Worker reach a consensus through
transactions in said application. When it comes to manag-
ing user access and data in the crowdsourcing app, Appli-
cants and Workers get unique credentials to interact with the
app. Applicants and authenticated Workers can exchange data
and fair rewards.

On the other hand, the CrowdBC proposal is divided
into layers: first, the Crowdsourcing application; second,
the smart contracts; third, the BC. As shown in Figure 4,
the first two layers (located at the top) are in the logic plane,
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and both layers extend to the stored data plane. The BC
layer uses the status changes of the tasks as input, to reach
a consensus between the workers and the requesters.

Each of the layers of the proposed CrowdBC system is
described below.

1) CROWDSOURCING APP LAYER

This layer is a CrowdBC client application that serves as a
medium for Requester and Worker, and the system. It is a web
client that can be run locally on the user’s personal computer.
In the scope of the Crowdsource, tasks are specified, the status
of requested tasks is seen, and rewards are assigned. There are
modules for task and resource management of the application.
This layer has a plane to store data that have been generated
by users and their interactions. Such information can be
accessed by a Machine Learning model that connects through
a service to a distributed database that stores the data for this
layer.

2) SMART CONTRACT LAYER

The smart contract layer is adopted to specify tasks. In general
terms, in each task, the list of requirements is detailed by
the Requester. These are transferred to programs, which are
known as smart contracts. Workers select the specific task,
given their knowledge and skills, including their proposal,
and if it is accepted, the smart contract is agreed upon.
We propose three types of smart contracts: User Smart Con-
tract (USC), Task Smart Contract (TSC), and Work Smart
Contract (WSC). USC describes a valid registered user, orga-
nization, skills, payment information, among others. TSC
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describes all the requirements of a specific task. WSC is a
Requester-Worker relationship Smart Contract. This layer has
a plane of stored data, those that have been generated for
the smart contract. This information can be accessed through
service to a distributed database that stores the data for this
layer.

In BC the necessary and minimum data of each smart
contract is stored, this is because the processing of informa-
tion in BC is expensive, both in encryption and decryption
and assurance of the consensus protocol. Figure 5 shows the
basic data of the smart contract, which is included in each
transaction in the chain.

The data stored in the smart contract of the export logistics
chain shown in Figure 5 is detailed below:

o SC_ID: corresponds to the identification code of the
smart contract.

SC_DateTime_Creation: is the date and time of creation
of the smart contract.

SC_Requester: corresponds to the ID of the person
requesting the information and / or task.

SC_Worker: corresponds to the ID of the person who
responds to the request for the required information and /
or task.

SC_State: indicates the status of the contract process.
SC_Request_Type: indicates what type of requirement
corresponds (Information, task, more information, ques-
tions and answers, etc.)

SC_Request_Description: describes in depth what is
requested by the requester and creator of the smart
contract.

128061



IEEE Access

C. A. Durén et al.: Boosting Decision-Making in Smart Ports by Using BC

/ Smart Contracts \

Mo Yo Yo
Smart Contract Information

SC_ID

SC_DateTime_Creation
SC_Requester

SC_Worker

SC_State

SC_Request_Type
SC_Request_Description
SC_Description_Attachments

Smart Contracts Attachments /

A a 'y
2RRRRRD
1N A
TYETEE
THITE

SC_FILE1_address

SC_FILE2_address /

SC_FILEn_address

-

FIGURE 5. Smart contract.

o SC_Description_Attachments: indicates the detail and

description of the files and attached information.

It is important that the information required in the request
or the response to any request can include any type of file
(image, text, video), which implies an excessive file size to
be processed by the BC. Therefore, the attachments of smart
contracts are indicated with the physical address of the files,
which can be on external servers and databases anywhere in
the world.

o SC_FILEI1_ address: Physical information file 1
o SC_FILE2_ address: Physical information file 2

o SC_FILEN_ address:: Physical information file N

3) BLOCKCHAIN LAYER
It represents the secure and distributed network. It provides
consensus on the order in which smart contracts are gen-
erated and carried out. Furthermore, it maintains the state
of the network under execution. The proposed framework
determines that the logic for smart contracts corresponds to
cryptographically-guaranteed transactions. Generally speak-
ing, the blocks in the BC layer should not store too much data.
To reduce the size of the data stored in this layer, the metadata
is separated from the actual data storage. In detail, the task
attachments and the solution data are stored outside the BC
in the distributed database of the Smart Contract layer.
Although there is a large amount of data that is gener-
ated from the relationship between Applicants and Workers,
the data storage capacity in the BC is limited. Therefore,
we separate CrowdBC data storage into the first two layers,
specifically the Crowdsourcing app and Smart Contract layer.
This separation can significantly improve CrowdBC’s data
storage capacity. We incorporate the task metadata (such as
data size, owner, hash value, pointer) in the BC layer, and the
data in the smart contract layer. Thus, users do not need to
trust the data stored in the smart contract layer, but can verify
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the integrity and authenticity of the data in the crowdsourcing
application layer.

C. CrowdBC ARCHITECTURE

The proposed CrowdBC uses the BC system and smart con-
tracts to use a decentralized platform, which is different from
traditional centralized crowdsourcing. Figure 6 presents the
CrowdBC architecture, which is composed of a modular
building block with the following elements:

« Users of the Application. The upper left side of Figure 6
represents the users of the application (Requesters and
Workers). Each of them must be authorized to enter the
application and work on it.

o Crowdsourcing App Web. The upper right side of
Figure 6 represents the CrowdBC client web applica-
tion. The application is built by modular blocks, such
as: an authorization and security module, a user pro-
file module, a task management module, and a data
visualisation module. In addition to a smart contract
management module and a smart contract data manage-
ment module, the latter includes a Machine Learning
sub-module.

o The BC Network. The lower left side of Figure 6 shows
a representation of how the documentation could be
recorded on a block in a BC network, so that information
is traceable and unchangeable. The documentation of the
different activities of the process is collected in a block
of the network. Each block has a precise and fixed place
within the chain because they contain information about
the hash of the preceding block.

« Distributed Database for Smart Contract. The lower
right side of Figure 6 represents a distributed database
for smart contracts. As we have previously mentioned,
there is a large amount of data collected from Appli-
cants and Workers that is passed on in smart contracts,
for which we put the information of the task metadata
(such as the size of the data, the owner, the hash value,
the pointer) of the BC and the raw data in the smart
contract module. It’s encrypted and easily accessible
from the BC.

In foreign trade, when generating smart contracts, the use
of paper is eliminated and the process becomes faster and
more sustainable; intermediate actors are not needed and
costs are lowered. Also, the risk of international business
transactions related to customs inspection, transportation and
financing is reduced [59]. Likewise, the quality of the data is
improved and clauses are written in the computer programs
that are automatically executed when the conditions defined
by both parties are met [69]. With smart contracts, it is pos-
sible to maintain relationships based on trust, optimising the
costs and time involved due to access to information, automa-
tion, reduction of bureaucratic processes, transparency, trust,
risk minimisation, traceability, and immutability in the logis-
tics chain [6].

Regarding smart contracts in the system, we adopt a design
of CrowdBC that supports smart contracts in BC. A smart
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contract can be considered as a program, which is created
when a user registers. Other contracts represent a summary
and description of a user contract, and finally, one with the
contractual relationship between users.

In a decentralized Crowdsourcing architecture, like the
CrowdBC proposed, most operations must be re-designed,
such as task posting and job matching in the proposed sys-
tem. With the smart contract and decentralized BC platform,
the new process of a complete crowdsourcing activity in
our proposed CrowdBC system can be shown as Figure 7.
Basically, the process flow can be described as follows. Duly
authorized Requesters register a task request and wait for
some Workers to respond to the request. Duly authorized
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Workers wait for a task request, and upon finding one, they
respond to the request. Workers constantly review pending
tasks, and when they find a task they can solve, they make
a solution proposal. The Requesters review the answers to
their tasks and evaluate the proposed solutions. Requester
and Worker reach a consensus on the solved task. Finally,
the Worker receives a reward.

IV. DISCUSSION
A. PORT TECHNOLOGY STRATEGIES

For the modernization of Chilean ports, strategic objectives
have been defined for the year 2030 that establish the need
for a secure platform [81] able to connect and coordinate all
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TABLE 2. Comparison of two possible implementation scenarios.

Dimension

Current Situation

Blockchain, Crowdsourcing or CrowdBC Situation

Cost for the service

Quality of service

Time to value

Scope of the solutions

Open innovation

Collective intelligence

Sustainability

Regulation

Governance

Competitiveness

Knowledge
management

Decision making

Port-city relationship

Security

Business model

The operation commissioned to be carried out
internally by the port operators is more expen-
sive [21].

Port activities operate with quality standards [46].
The data transmission process is slow [87], which
causes a loss of value over time [88].

It is not currently developed to provide solutions.

Open innovation is limited to port operators, ex-
cluding outside ideas.

Opportunities to rely on collective intelligence
(provided by the community) to deal with potential
conflicts are wasted.

Opportunities to raise sustainability projects that
are born from the community are missed [44].
Regulations are reactive to the needs of port devel-
opment in conjunction with the development of the
city [92].

Port systems inserted in expanding cities face com-
plications in terms of port governance and compe-
tition [94].

A vision of port competitiveness based on re-
sources and evaluated based on the physical at-
tributes of the port such as its facilities and loca-
tion [96].

Large amounts of transactional port management
data are processed and transformed into useful
information for decision-making by each actor sep-
arately, which is not made explicit or related to
social aspects [46].

Decision-making is focused on information from
logistics and port operations [98].

There is a weakening in the relationship between
cities and the ports that are inserted therein [100].

Ports have some security aspects in the inter-
connection of cyber space and physical environ-
ments, since budgets are insufficient to invest in the
ecosystem [101].

Cost structure is mainly orientated in terms of
labor; and profitability, in terms of productivity
improvement [102].

Crowdsourcing is a more economical approach [85], which allows an
economy of scale.

The crowdsourcing contract must be formally endorsed [86] .

High speed of reception of the needed data [21], [87], logistic chain
works faster.

When using crowdsourcing, the scope of solutions is broadened, repre-
senting a key challenge. Crowdsourcing will attract a large number of
participants and solutions when applied to improve the relationship of
the maritime ports with the community [21].

The concepts of open innovation and crowdsourcing help port operators
can take external ideas to improve internal processes, facilitate innova-
tion and improve productivity and competitiveness of the port [89].
Crowdsourcing is presented as a viable option for port operators to take
advantage of collective intelligence [90].

According to [91], crowdsourcing represents the majority of those
projects that address sustainability issues.

Compilation of useful data from the logistics process and the com-
munity to create internal policies; and modifications and updates of
regulations for sustainable development in port cities [93].

An intelligent governance focused on the adoption of new technologies
and data from social actors to make decisions [95]. This allows to
mitigate the negative effects of work stoppages, anticipating the needs
of workers; and achieving a balance of economic, social and environ-
mental interests.

According to Hackius and Petersen [8], BC can be applied in container
transport to avoid wasting time in container handling, reducing the cost
of logistics activities, and improving the competitiveness of a country.

Collaboration with society, security and reliability of logistics pro-
cesses, improve resource efficiency and improve knowledge manage-
ment [97].

Decision-making will be focused on reliable information in logistics
and port operations; including information from the community that
will help to anticipate possible conflicts [99].

Crowdsourcing helps to improve the port-city relationship, since it
allows identifying the weak points that have been present during the last
decades, and new conflicts [100], in this sense mitigating the negative
effects.

Crowdsourcing allows to improve port security and its relationship with
the community [14] and BC allows to protect information and customs
documentation with trust protocols, thus improving the transparency,
immutability and security of data and contracts [21].

The social and technology spheres are incorporated into the business
model and the port-city relationship [10].

the actors in the export logistics network. It is proposed to
integrate social, economic, technological and environmental
aspects into business models to reduce tensions between
ports and cities, increase smart assets, improve competitive-
ness, incorporate areas related to sustainability, have trans-
parent information and communication processes, optimize
decision-making, among others.

As mentioned in Section I in the motivation part, the port
studied has only some attributes of smart industry and it still
needs to develop more advanced technology such as BC,
Crowdsourcing and CrowdBC [44], [82]. This is difficult to
implement in the short term since it requires a high investment
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in innovation, and depends on the approval of a State public
committee in addition to being decreed by law.

Currently, it is difficult to ensure that long-term plans
are met since the pandemic generated by Covid-19 has cur-
rently changed the foreign trade scenarios for publicly owned
ports concessioned to private companies. Due to the current
situation, the State of Chile has promoted different digital
transformation projects such as Port Community System that
seeks to minimize face-to-face procedures and reduce docu-
ment management times. On the other hand, the port logistics
companies changed their priorities due to the decrease in the
movement of containers during the year 2020 to minimize
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the interruption of maritime trade, and thus ensure the supply
of local markets, in addition to implementing emergency
sanitary protocols to reduce the contagion risks.

On the other hand, only the ports of San Antonio and San
Vicente have already implemented BC technology in their
terminals [83], [84]. In order to comply with the strategic
declarations of the Terminal Pacifico Sur and San Vicente
Terminal Internacional, in which the commitment to meet
the needs of customers, workers, the community and their
environment has been stated, it is necessary to provide a
CrowdBC conceptual proposal that generates the necessary
conditions to collect large amounts of social data that can be
useful for the decision-making of port actors.

As can be seen in Figure 2, the implementation of this tech-
nological system requires physical infrastructure and assets
from the cyber-technological and social domains; as well as
public policies that provide the legal frameworks for port
modernization.

B. CONCEPTUAL VALIDATION OF THE SYSTEM
As a validation of the conceptual proposal for a long-term
implementation of the CrowdBC system in Chilean ports,
Table 2 is created based on a bibliographic review of the tech-
nologies studied in this work. To show the relevance of these
developments, two scenarios are proposed: one without the
investigated systems and another in which BC, Crowdsourc-
ing and/or CrowdBC are used. The two mentioned situations
are classified by different dimensions related to management
at a strategic level, business and operational of a port industry.
As mentioned in the introduction to this paper, there is
little research on Crowdsourcing based on Blockchain. For
this reason, the situations in which BC or Crowdsourcing are
implemented are included in the long-term scenario.

V. CONCLUSION

BC technology is impacting the maritime industry by build-
ing efficient commercial ecosystems between port actors;
providing benefits to the Port Administrator, the terminals,
the logistics service providers, and the inspection bodies of
the goods that are exported. It improves information and
communication processes by eliminating the use of paper, and
incorporates smart contracts that have benefits due to their
multiple attributes: autonomy, trust, security, speed, economy
and precision.

In this work, the use of BC and Crowdsourcing systems
is promoted to transform data and information into useful
knowledge for effective and efficient decision making. A con-
ceptual model that relates the cyber-technological, social and
cognitive domains for smart ports and the knowledge gener-
ation process is proposed, wherein it is possible to classify
the characteristics and implications of BC technology. The
context and opportunities generated by the development of
this technology in Latin America are described. A CrowdBC
framework formulated for a Chilean port system is provided
in which each domain is linked to a stage of knowledge
generation.
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Given that currently in the literature there is not enough
research related to the integration of BC and Crowdsourcing
technologies in seaports, this work presents an interesting
starting point for future research in the area. Finally, a more
in-depth study is needed related to the skills that port work-
ers must have to operate smart port technologies, knowl-
edge management, socialization of services, and community
platforms to help improve port and urban relations. Thus,
CrowdBC could better adapt to cultural needs and respond
more effectively to the specific requirements of workers and
inhabitants of cities occupied by a port. By incorporating
social demands into public policies, it would be possible to
have a closer relationship with people, avoid port strikes, and
improve the relationship between the port and the city.

CONFLICTS OF INTEREST
The authors declare that there is no conflict of interest in the
publication of this article.

ABBREVIATIONS
The following abbreviations are used in this manuscript:

BC Blockchain.
CrowdBC Crowdsourcing Blockchain.

CSTC Cybernetic, Social, Technological &
Cognitive.
IoT Internet of Things.
TSC Task Smart Contract.
USsC User Smart Contract.
WSC Work Smart Contract.
REFERENCES

[1] S.Yadav and S. P. Singh, “Blockchain critical success factors for sustain-
able supply chain,” Resour., Conservation Recycling, vol. 152, Jan. 2020,
Art. no. 104505.

[2] K. Korpela, J. Hallikas, and T. Dahlberg, ““Digital supply chain transfor-
mation toward blockchain integration,” in Proc. 50th Hawaii Int. Conf.
Syst. Sci. (HICSS), Honolulu, HI, USA, 2017, pp. 4182-4191.

[3] K. Czachorowski, M. Solesvik, and Y. Kondratenko, “The application of
blockchain technology in the maritime industry,” in Green IT Engineer-
ing: Social, Business and Industrial Applications (Studies in Systems,
Decision and Control), vol. 171, V. Kharchenko, Y. Kondratenko, and
J. Kacprzyk, Eds. Cham, Switzerland: Springer, 2019, pp. 561-577.

[4] Y. Lu, “Blockchain: A survey on functions, applications and
open issues,” J. Ind. Integr. Manage., vol. 3, no. 4, Dec. 2018,
Art. no. 1850015.

[5] C. Fernandez-Campusano, M. Larrea, R. Cortifias, and M. Raynal,
“A distributed leader election algorithm in crash-recovery and omissive
systems,” Inf. Process. Lett., vol. 118, pp. 100-104, Feb. 2017.

[6] S. Malik, S. S. Kanhere, and R. Jurdak, ‘ProductChain: Scalable
blockchain framework to support provenance in supply chains,” in Proc.
IEEE 17th Int. Symp. Netw. Comput. Appl. (NCA), Cambridge, MA, USA,
Nov. 2018, pp. 1-10.

[71 R. W. Ahmad, H. Hasan, R. Jayaraman, K. Salah, and M. Omar,
“Blockchain applications and architectures for port operations and
logistics management,” Res. Transp. Bus. Manage., Feb. 2021,
Art. no. 100620, doi: 10.1016/j.rtbm.2021.100620.

[8] N. Hackius and M. Petersen, ‘“‘Blockchain in logistics and supply chain:
Trick or treat?” in Digitalization in Supply Chain Management and
Logistics: Smart and Digital Solutions for an Industry 4.0 Environment,
vol. 23, W. Kersten, T. Blecker, and C. Ringle, Eds. Berlin, Germany:
Epubli, Oct. 2017, pp. 3-18.

128065


http://dx.doi.org/10.1016/j.rtbm.2021.100620

IEEE Access

C. A. Durén et al.: Boosting Decision-Making in Smart Ports by Using BC

[9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

F. Machado, C. Guayasamin, and P. Montoya, “‘Blockchain: Perspectiva
y desafios desde el comercio internacional,” Revista Publicando, vol. 7,
no. 23, pp. 14-23, 2020.

M. Acciaro, K. Renken, and N. El Khadiri, “Technological change
and logistics development in European ports,” in European Port Cities
in Transition: Moving Towards More Sustainable Sea Transport Hubs
(Strategies for Sustainability), A. Carpenter and R. Lozano, Eds. Cham,
Switzerland: Springer, 2020, pp. 73-88.

D. Lopez and B. Farooq, “Privacy-aware distributed mobility choice
modelling over blockchain,”” in Proc. IEEE Int. Smart Cities Conf. (ISC),
Casablanca, Morocco, Oct. 2019, pp. 187-192.

J. Xie, H. Tang, T. Huang, F. R. Yu, R. Xie, J. Liu, and Y. Liu, “A survey
of blockchain technology applied to smart cities: Research issues and
challenges,” IEEE Commun. Surveys Tuts., vol. 21, no. 3, pp. 2794-2830,
3rd Quart., 2019.

S. @lnes, J. Ubacht, and M. Janssen, “Blockchain in government: Ben-
efits and implications of distributed ledger technology for information
sharing,” Government Inf. Quart., vol. 34, pp. 355-364, Sep. 2017.

N. H. Thuan, P. Antunes, and D. Johnstone, “‘Factors influencing the deci-
sion to crowdsource: A systematic literature review,” Inf. Syst. Frontiers,
vol. 18, no. 1, pp. 47-68, Feb. 2016.

D. Geiger and M. Schader, “‘Personalized task recommendation in crowd-
sourcing information systems—Current state of the art,” Decis. Support
Syst., vol. 65, pp. 3-16, Sep. 2014.

D. Yuan, Q. Li, G. Li, Q. Wang, and K. Ren, “PriRadar: A privacy-
preserving framework for spatial crowdsourcing,” IEEE Trans. Inf.
Forensics Security, vol. 15, pp. 299-314, 2020.

L. A. Toledo and F. H. A. D. Leon, “Crowdsourcing as production model
that uses collective intelligence, the collaborative culture and the forma-
tion of communities,” Innov. Manage. Rev., vol. 16, no. 4, pp. 344-356,
Oct. 2019.

Y. Tong, L. Chen, Z. Zhou, H. V. Jagadish, L. Shou, and W. Lv, “SLADE:
A smart large-scale task decomposer in crowdsourcing,” IEEE Trans.
Knowl. Data Eng., vol. 30, no. 8, pp. 1588-1601, Aug. 2018.

J. Chen, J. Chen, K. He, and R. Du, “SeCrowd: Efficient secure inter-
active crowdsourcing via permission-based signatures,” Future Gener.
Comput. Syst., vol. 115, pp. 448-458, Feb. 2021.

H. Ma, E. X. Huang, and K.-Y. Lam, “Blockchain-based mechanism
for fine-grained authorization in data crowdsourcing,” Future Gener.
Comput. Syst., vol. 106, pp. 121-134, May 2020.

S. Thombre, R. Guinness, L. Chen, L. Ruotsalainen, H. Kuusniemi,
J. Uriasz, Z. Pietrzykowski, J. Laukkanen, and P. Ghawi, “ESABALT
improvement of situational awareness in the Baltic with the use of crowd-
sourcing,” TransNav, Int. J. Mar. Navigat. Saf. Sea Transp., vol. 9, no. 2,
pp. 183-189, 2015.

S. S. Bhatti, X. Gao, and G. Chen, “General framework, opportunities
and challenges for crowdsourcing techniques: A comprehensive survey,”
J. Syst. Softw., vol. 167, Sep. 2020, Art. no. 110611.

H. K. Liu, “Crowdsourcing government: Lessons from multiple
disciplines,” Public Admin. Rev., vol. 77, no. 5, pp.656-667,
Sep. 2017.

R. Lenart-Gansiniec and L. Sutkowski, “Organizational learning and

value creation in local governance: The mediating role of crowdsourc-
ing,” Learn. Org., vol. 27, no. 4, pp. 321-335, Jun. 2020.

B. Haltofova, “Using crowdsourcing to support civic engagement
in strategic urban development planning: A case study of Ostrava,
Czech Republic,” J. Competitiveness, vol. 10, no. 2, pp.85-103,
2018.

D. Valle-Cruz, “Public value of e-government services through emerging
technologies,” Int. J. Public Sector Manage., vol. 32, no. 5, pp. 530-545,
Jul. 2019.

E. Loukis and Y. Charalabidis, “Active and passive crowdsourcing in gov-
ernment,” in Policy Practice and Digital Science: Integrating Complex
Systems, Social Simulation and Public Administration in Policy Research
(Public Administration and Information Technology), vol. 10, M. Janssen,
M. A. Wimmer, and A. Deljoo, Eds. Cham, Switzerland: Springer, 2015,
pp. 261-289.

P. Dutil, “Crowdsourcing as a new instrument in the government’s arse-
nal: Explorations and considerations,” Can. Public Admin., vol. 58, no. 3,
pp. 363-383, Sep. 2015.

X. Pang, D. Guo, Z. Wang, P. Sun, and L. Zhang, “Towards fair and
efficient task allocation in blockchain-based crowdsourcing,” CCF Trans.
Netw., vol. 3, nos. 3—4, pp. 193-204, Dec. 2020.

128066

[30]

[31]

[32]

[33]

[34]

[35]

[36]

[37]

[38]

[39]

[40]

[41]

[42]

[43]

[44]

[45]

[46]

[47]

[48]

[49]

[50]

V. Tatiana, E. K. Oleksii, and K. Vladimir, ““Organizational-information
technology for providing and decisions making in situational manage-
ment,” in Proc. 14th Int. Conf. Adv. Trends Radioelecrtronics, Telecom-
mun. Comput. Eng. (TCSET), Feb. 2018, pp. 152-157.

W. Feng, Z. Yan, H. Zhang, K. Zeng, Y. Xiao, and Y. T. Hou, “A survey
on security, privacy, and trust in mobile crowdsourcing,” IEEE Internet
Things J., vol. 5, no. 4, pp. 2971-2992, Aug. 2018.

M. Li,J. Weng, A. Yang, W. Lu, Y. Zhang, L. Hou, J.-N. Liu, Y. Xiang, and
R. H. Deng, “CrowdBC: A blockchain-based decentralized framework
for crowdsourcing,” IEEE Trans. Parallel Distrib. Syst., vol. 30, no. 6,
pp. 1251-1266, Jun. 2019.

M. Preetha, K. Elavarasi, A. Mani, E. Pavithra, P. Sudharshna, and
S. Rakshini, “A survey on decentralized crowdsourcing using blockchain
technology,” in Further Advances in Internet of Things in Biomedical
and Cyber Physical Systems (Intelligent Systems Reference Library),
vol. 193, V. E. Balas, V. K. Solanki, and R. Kumar, Eds. Cham,
Switzerland: Springer, 2021, pp. 373-382.

Y. Gong, S. van Engelenburg, and M. Janssen, ““A reference architecture
for blockchain-based crowdsourcing platforms,” J. Theor. Appl. Electron.
Commerce Res., vol. 16, no. 4, pp. 937-958, Mar. 2021.

Y. Lu, Q. Tang, and G. Wang, “ZebraLancer: Private and anonymous
crowdsourcing system atop open blockchain,” in Proc. IEEE 38th
Int. Conf. Distrib. Comput. Syst. (ICDCS), Vienna, Austria, Jul. 2018,
pp. 853-865.

J. Wang, G. Sun, Y. Gu, and K. Liu, “ConGradetect: Blockchain-based
detection of code and identity privacy vulnerabilities in crowdsourcing,”
J. Syst. Archit., vol. 114, Mar. 2021, Art. no. 101910.

C. Lin, D. He, S. Zeadally, N. Kumar, and K.-K.-R. Choo, “SecBCS:
A secure and privacy-preserving blockchain-based crowdsourcing sys-
tem,” Sci. China Inf. Sci., vol. 63, no. 3, Mar. 2020, Art. no. 130102.

Y. Ma, Y. Sun, Y. Lei, N. Qin, and J. Lu, “A survey of blockchain
technology on security, privacy, and trust in crowdsourcing services,”
World Wide Web, vol. 23, no. 1, pp. 393-419, Jan. 2020.

A. Muehlemann, ‘““Sentiment protocol: A decentralized protocol lever-
aging crowd sourced wisdom,” CoRR, vol. 3, pp. 1-13, Oct. 2017, doi:
10.5195/ledger.2018.113.

S. Jiang, J. Cao, J. A. McCann, Y. Yang, Y. Liu, X. Wang, and Y. Deng,
“Privacy-preserving and efficient multi-keyword search over encrypted
data on blockchain,” in Proc. IEEE Int. Conf. Blockchain (Blockchain),
Atlanta, GA, USA, Jul. 2019, pp. 405-410.

S.Zhu, Z. Cai, H. Hu, Y. Li, and W. Li, “zkCrowd: A hybrid blockchain-
based crowdsourcing platform,” IEEE Trans. Ind. Informat., vol. 16,
no. 6, pp. 4196-4205, Jun. 2020.

S. Gisdakis, T. Giannetsos, and P. Papadimitratos, *“Security, privacy, and
incentive provision for mobile crowd sensing systems,” IEEE Internet
Things J., vol. 3, no. 5, pp. 839-853, Oct. 2016.

S. Wang and D. Dang, “Incentive mechanism for the listing item task in
crowdsourcing,” Inf. Sci., vol. 512, pp. 80-95, Feb. 2020.

C. Durén, F. Palominos, R. Carrasco, and E. Carrillo, “Influence of
strategic interrelationships and decision-making in Chilean port networks
on their degree of sustainability,” Sustainability, vol. 13, no. 7, p. 3959,
Apr. 2021.

Logistica 'y Puertos: Una Plataforma Estratégica de Desarrollo
Para Chile, Comisién Estrategia 2030 de Puertos y su Logistica,
Consejo Nacional de Innovacién para el Desarrollo, Santiago, Chile,
2015.

C. A. Duran, F. M. Cérdova, and F. Palominos, ““A conceptual model for
a cyber-social-technological-cognitive smart medium-size port,” Proc.
Comput. Sci., vol. 162, pp. 94-101, Jan. 2019.

D. A. Aranda, L. M. M. Ferndndez, and V. Stantchev, “Integration of
Internet of Things (IoT) and blockchain to increase humanitarian aid
supply chains performance,” in Proc. 5th Int. Conf. Transp. Inf. Saf.
(ICTIS), Liverpool, U.K., Jul. 2019, pp. 140-145.

D. E. Kouicem, A. Bouabdallah, and H. Lakhlef, “Internet of Things
security: A top-down survey,” Comput. Netw., vol. 141, pp. 199-221,
Aug. 2018.

S. Biswas, K. Sharif, F. Li, B. Nour, and Y. Wang, “‘A scalable blockchain
framework for secure transactions in IoT,” IEEE Internet Things J., vol. 6,
no. 3, pp. 46504659, Jun. 2019.

S. Bistarelli, G. Mazzante, M. Micheletti, L. Mostarda, D. Sestili,
and F. Tiezzi, “Ethereum smart contracts: Analysis and statistics of
their source code and opcodes,” Internet Things, vol. 11, Sep. 2020,
Art. no. 100198.

VOLUME 9, 2021


http://dx.doi.org/10.5195/ledger.2018.113

C. A. Durén et al.: Boosting Decision-Making in Smart Ports by Using BC

IEEE Access

[51]

[52]

[53]

[54]

[55]

[56]

[57]

[58]

[59]

[60]

[61]

[62]

[63]

[64]

[65]

[66]

[67]

[68]

[69]

[70]

[71]

[72]

T. Bocek and B. Stiller, “Smart contracts—Blockchains in thewings,” in
Digital Marketplaces Unleashed, C. Linnhoff-Popien, R. Schneider, and
M. Zaddach, Eds. Berlin, Germany: Springer, 2017, ch. 19, pp. 169-184.
G. Fenu, L. Marchesi, M. Marchesi, and R. Tonelli, “The ICO phe-
nomenon and its relationships with Ethereum smart contract envi-
ronment,” in Proc. Int. Workshop Blockchain Oriented Softw. Eng.
(IWBOSE), Campobasso, Italy, Mar. 2018, pp. 26-32.

S. Chen, J. Zhang, R. Shi, J. Yan, and Q. Ke, “A comparative testing
on performance of blockchain and relational database: Foundation for
applying smart technology into current business systems,” in Distributed,
Ambient and Pervasive Interactions: Understanding Humans (Lecture
Notes in Computer Science), vol. 10921, N. Streitz and S. Konomi, Eds.
Cham, Switzerland: Springer, 2018, pp. 21-34.

G. A. Pierro, R. Tonelli, and M. Marchesi, “An organized repository of
Ethereum smart contracts’ source codes and metrics,” Future Internet,
vol. 12, no. 11, pp. 1-15, 2020.

M. Crosby, P. Pattanayak, S. Verma, and V. Kalyanaraman,
“Blockchain technology: Beyond bitcoin,” Appl. Innov. Rev., no. 2,
pp. 6-19, 2016. [Online]. Available: https://j2-capital.com/wp-content/
uploads/2017/11/AIR-2016-Blockchain.pdf

Y. Chen, H. Xie, K. Lv, S. Wei, and C. Hu, “DEPLEST: A blockchain-
based privacy-preserving distributed database toward user behaviors in
social networks,” Inf. Sci., vol. 501, pp. 100-117, Oct. 2019.

R. Castellano, M. Ferretti, G. Musella, and M. Risitano, “Evaluating the
economic and environmental efficiency of ports: Evidence from Italy,”
J. Cleaner Prod., vol. 271, Oct. 2020, Art. no. 122560.

Y. Zhou, Y. S. Soh, H. S. Loh, and K. F. Yuen, “The key challenges and
critical success factors of blockchain implementation: Policy implications
for Singapore’s maritime industry,” Mar. Policy, vol. 122, Dec. 2020,
Art. no. 104265.

E. Ganne, Pueden las Cadenas de Bloques Revolucionar el Comer-
cio Internacional. Ginebra, Suiza: Organizaciéon Mundial del Comercio,
2019.

M. M. Long, T. Tellefsen, and J. D. Lichtenthal, ““Internet integration into
the industrial selling process: A step-by-step approach,” Ind. Marketing
Manage., vol. 36, no. 5, pp. 676-689, Jul. 2007.

L. Ribeiro and M. Bjorkman, “Transitioning from standard automation
solutions to cyber-physical production systems: An assessment of critical
conceptual and technical challenges,” IEEE Syst. J., vol. 12, no. 4,
pp. 3816-3827, Dec. 2018.

E. Leka, B. Selimi, and L. Lamani, “Systematic literature review of
blockchain applications: Smart contracts,” in Proc. Int. Conf. Inf. Technol.
(InfoTech), Bulgaria, Bulgaria, Sep. 2019, pp. 1-3.

S. Rathore, B. W. Kwon, and J. H. Park, “BlockSecIoTNet: Blockchain-
based decentralized security architecture for IoT network,” J. Netw.
Comput. Appl., vol. 143, pp. 167-177, Oct. 2019.

K. Fan, Q. Pan, K. Zhang, Y. Bai, S. Sun, H. Li, and Y. Yang,
“A secure and verifiable data sharing scheme based on blockchain in
vehicular social networks,” IEEE Trans. Veh. Technol., vol. 69, no. 6,
pp. 5826-5835, Jun. 2020.

A. Akram and P. Bross, “Trust, privacy and transparency with blockhain
technology in logistics,” in Proc. MCIS. Cofu, Greece: AIS eLibrary,
Sep. 2018, pp. 1-17.

S. Malik, V. Dedeoglu, S. S. Kanhere, and R. Jurdak, ‘“TrustChain: Trust
management in blockchain and IoT supported supply chains,” in Proc.
IEEE Int. Conf. Blockchain (Blockchain), Atlanta, GA, USA, Jul. 2019,
pp. 184-193.

G. M. Hastig and M. S. Sodhi, ““Blockchain for supply chain traceability:
Business requirements and critical success factors,” Prod. Oper. Manage.,
vol. 29, no. 4, pp. 935-954, Apr. 2020.

P. Helo and A. H. M. Shamsuzzoha, “Real-time supply chain—A
blockchain architecture for project deliveries,” Robot. Comput.-Integr.
Manuf., vol. 63, Jun. 2020, Art. no. 101909.

M. E. Sdenz, ‘“Contratos electronicos autoejecutables (smart con-
tract) y pagos con tecnologia blockchain,” Revista Estudios Europeos,
no. 70, pp. 69-97, 2017. [Online]. Available: https://dialnet.unirioja.es/
servlet/articulo?codigo=6258551

Z. Wang, T. Wang, H. Hu, J. Gong, X. Ren, and Q. Xiao, “Blockchain-
based framework for improving supply chain traceability and information
sharing in precast construction,” Autom. Construct., vol. 111, Mar. 2020,
Art. no. 103063.

P.F. Wong, F. C. Chia, M. S. Kiu, and E. C. W. Lou, “The potential of inte-
grating blockchain technology into smart sustainable city development,”
IOP Conf. Ser., Earth Environ. Sci., vol. 463, no. 1, p. 12020, 2020.

S. K. Singh, S. Rathore, and J. H. Park, “BlockloTIntelligence:
A blockchain-enabled intelligent IoT architecture with artificial intelli-
gence,” Future Gener. Comput. Syst., vol. 110, pp. 721-743, Sep. 2020.

VOLUME 9, 2021

[73]

[74]

[75]

[76]

[77]

[78]

[79]

[80]

[81]

[82]

[83]

[84]

[85]

[86]

[87]

[88]

[89]

[90]

[91]

[92]

[93]

[94]

[95]

[96]

Z. Zheng, S. Xie, H.-N. Dai, W. Chen, X. Chen, J. Weng, and M. Imran,
“An overview on smart contracts: Challenges, advances and platforms,”
Future Gener. Comput. Syst., vol. 105, pp. 475-491, Apr. 2020.

A. Di Vaio and L. Varriale, “Blockchain technology in supply chain
management for sustainable performance: Evidence from the airport
industry,” Int. J. Inf. Manage., vol. 52, Jun. 2020, Art. no. 102014.

R. J. Sénchez, E. P. Barleta, and L. Moulftier, Reflexiones Sobre el Futuro
de los Puertos de Contenedores (Recursos Naturales e Infraestructura),
vol. 186. Santiago, Chile: Comisién Econdmica para América Latina y el
Caribe (CEPAL), 2017.

Economia Digital Para el Cambio Estructural y la Igualdad, Naciones
Unidas, CEPAL, Santiago, Chile, 2013.

R. Sénchez and L. Moutftier, Reflexiones Sobre el Futuro de los Puertos:
Del Estrés Actual al Cambio y la Innovacion del Futuro (Boletin FAL),
vol. 352, no. 8. Santiago, Chile: CEPAL, 2016.

TradeLens. (Jul. 2021). TradeLens: Digitizing Global Supply Chains.
[Online]. Available: https://www.tradelens.com/

F. M. Cérdova, C. A. Durén, and R. Galindo, ‘“The Chilean medium-
sized port companies in knowledge management: Diagnosis, challenges
and trends,” Proc. Comput. Sci., vol. 55, pp. 1133-1142, Jan. 2015.

K. Cicek, E. Akyuz, and M. Celik, “Future skills requirements analysis in
maritime industry,” Proc. Comput. Sci., vol. 158, pp. 270-274, Jan. 2019.
Logistica y Puertos: Una Plataforma Estratégica de Desarrollo Para
Chile, Comisioén Estrategia 2030 de Puertos y su Logistica, Consejo
Nacional de Innovacién para el Desarrollo, Santiago, Chile, 2015.

N. Kapkaeva, A. Gurzhiy, S. Maydanova, and A. Levina, “Digital plat-
form for maritime port ecosystem: Port of Hamburg case,” Proc. Transp.
Res., vol. 54, pp. 909-917, Jan. 2021.

Terminal Pacifico Sur Valparaiso SA.—TPS: Desarrollo y Comercio
Internacional, Terminal Pacifico Sur Valparaiso S.A., 2021. Accessed:
Feb. 6, 2021. [Online]. Available: https://www.linkedin.com/company/
terminal-pacifico-sur-valparaiso-s-a-/?originalSubdomain=cl

SVTI San Vicente—Terminal Internacional, SVTI, Talcahuano, Chile,
Jul. 2021. [Online]. Available: https://www.svti.cl/

A. Burmania, S. Parthasarathy, and C. Busso, “Increasing the reliability
of crowdsourcing evaluations using online quality assessment,” [EEE
Trans. Affect. Comput., vol. 7, no. 4, pp. 374-388, Oct. 2016.

N. Wang and J. Wu, “Cost-efficient heterogeneous worker recruitment
under coverage requirement in spatial crowdsourcing,” IEEE Trans. Big
Data, vol. 7, no. 2, pp. 407-420, Jun. 2021.

K. Wang, X. Qi, L. Shu, D.-J. Deng, and J. J. P. C. Rodrigues, “Toward
trustworthy crowdsourcing in the social Internet of Things,” IEEE Wire-
less Commun., vol. 23, no. 5, pp. 30-36, Oct. 2016.

R. Carrasco, C. Ferndndez-Campusano, I. Soto, C. Lagos,
N. Krommenacker, L. Banguera, and C. Durdn, ‘“Copper price
variation forecasts using genetic algorithms,” in Applied Technologies
(Communications in Computer and Information Science), vol. 1194,
M. Botto-Tobar, M. Z. Vizuete, P. Torres-Carrién, S. M. Ledn,
G. P. Vasquez, and B. Durakovic, Eds. Cham, Switzerland: Springer,
2020, pp. 284-296.

C.-M. Chiu, T.-P. Liang, and E. Turban, ““What can crowdsourcing do for
decision support?”” Decision Support Syst., vol. 65, pp. 40—49, Sep. 2014.
E. Yakimova, P. Terehov, O. Salnikova, and N. Ishmuhametova, “Crowd-
sourcing as an approach to solving environmental problems by future con-
struction engineers,” IOP Conf. Ser., Mater. Sci. Eng., vol. 890, p. 12174,
Jul. 2020.

C. Certoma, F. Corsini, and M. Frey, ‘“Hyperconnected, receptive and
do-it-yourself city. An investigation into the European ‘imaginary’ of
crowdsourcing for urban governance,” Technol. Soc., vol. 61, May 2020,
Art. no. 101229.

G. Wilmsmeier and J. Monios, “Institutional structure and agency in the
governance of spatial diversification of port system evolution in Latin
America,” J. Transp. Geogr., vol. 51, pp. 294-307, Feb. 2016.

J. Lam and W. Yap, ““A stakeholder perspective of port city sustainable
development,” Sustainability, vol. 11, no. 2, p. 447, Jan. 2019.

G. Wilmsmeier, J. Monios, and A. F. B. Farfan, “Port system evolution
in ecuador—Migration, location splitting or specialisation?” J. Transp.
Geogr., vol. 93, May 2021, Art. no. 103042.

M. Mundada and R. R. Mukkamala, “Smart cities for sustainability—
An analytical perspective,” in Proc. 4th World Conf. Smart Trends Syst.,
Secur. Sustainability (WorldS), London, U.K., Jul. 2020, pp. 770-775.

S. Kim, D. Kang, and J. Dinwoodie, “Competitiveness in a multipolar
port system: Striving for regional gateway status in Northeast Asia,”
Asian J. Shipping Logistics, vol. 32, no. 2, pp. 119-125, Jun. 2016.

128067



IEEE Access

C. A. Durén et al.: Boosting Decision-Making in Smart Ports by Using BC

[97]

[98]

[99]

[100]

[101]

[102]

M. Langenus and M. Dooms, ““Creating an industry-level business model
for sustainability: The case of the European ports industry,” J. Cleaner
Prod., vol. 195, pp. 949-962, Sep. 2018.

B. Wang and S. F. Liu, “Port process reengineering based on information
technology,” in Proc. Int. Conf. Eng. Bus. Manage., Shanghai, China,
Mar. 2012, pp. 1718-1720.

I. de la Pefia Zarzuelo, M. J. F. Soeane, and B. L. Bermidez, “Industry 4.0
in the port and maritime industry: A literature review,” J. Ind. Inf. Integr,
vol. 20, Dec. 2020, Art. no. 100173.

A. Carpenter and R. Lozano, “Proposing a framework for anchoring
sustainability relationships between ports and cities,” in European Port
Cities in Transition: Moving Towards More Sustainable Sea Transport
Hubs (Strategies for Sustainability), A. Carpenter and R. Lozano, Eds.
Cham, Switzerland: Springer, 2020, pp. 37-51.

B. Gunes, G. Kayisoglu, and P. Bolat, “Cyber security risk assessment
for seaports: A case study of a container port,” Comput. Secur., vol. 103,
Apr. 2021, Art. no. 102196.

A. C. Orive, J. I. P. Santiago, M. M. E.-I. Corral, and
N. Gonzilez-Cancelas, “Strategic analysis of the automation of
container port terminals through BOT (business observation tool),”
Logistics, vol. 4, no. 1, p. 3, Feb. 2020.

CLAUDIA A. DURAN received the master’s and
Ph.D. degrees in sciences engineering from the
University of Santiago de Chile, with a focus
on industrial engineering. She is currently an
Academic Researcher with the Department of
Industrial Engineering, Universidad Tecnoldgica
Metropolitana (UTEM). She is also an Industrial
Engineer graduated at the University of Chile.
She also works in data science projects related
to the determination of strategic relationships in

a Chilean port system using machine learning. She has participated in the
College of Engineers of Chile in the Planning and Control of the Develop-
ment Plan, the Communications Sub-Commission, and the Education Com-
mission. Her research interests include data analytics, strategic business and
operational decision-making in private companies and public organizations,
logistics management, and knowledge engineering.

CHRISTIAN FERNANDEZ-CAMPUSANO rece-
ived the Bachelor of Engineering degree in com-
puter science from the University of Santiago de
Chile (USACH), the master’s degree in computer
science from the University of the Basque Country
(UPV/EHU), Spain, and the Ph.D. degree from
UPV/EHU. He currently occupies the position
of an Assistant Professor, a Researcher, and the
Head of the Program Telematics Civil Engineer-
ing, Department of Multidisciplinary Engineering,

Faculty of Englneenng, University of Santiago de Chile. His research inter-
ests include fault tolerance and security in ubiquitous systems.

128068

RAUL CARRASCO received the Diploma degree
in instrumentation and industrial control, the
master’s degree in industrial engineering, and
the Ph.D. degree in engineering sciences with a
focus on automatic. He was a Commercial Engi-
neer in business administration. He was a Public
Accountant and an Auditor with the University of
Santiago de Chile. He worked as a Professor with
the University of Santiago de Chile, Metropolitan
Technological University, and Andrés Bello Uni-

versity. He is currently a Professor-Investigator with the Universidad de Las
Américas. His research interests include forecasting, chaos, decision making,
and sustainability.

MANUEL VARGAS graduated as an Industrial
Civil Engineer from the University of Santiago de
Chile. He received the master’s degree with a focus
on industrial engineering and the Ph.D. degree in
engineering sciences with a focus on industrial
engineering from the University of Santiago de
Chile. He is also a Professor with the Department
of Industrial Engineering, University of Santiago
de Chile. His research interests include artificial
intelligence, dynamical systems, and education.

ALEJANDRO NAVARRETE graduated as an
Industrial Engineer from Universidad Tecnoldgica
Metropolitana, Chile. In his thesis work, he studied
potentialities of blockchain and smart contracts in
Chilean ports. He currently works as a Logistics
Analyst.

VOLUME 9, 2021



